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A long time ago…
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tools…
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positions
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Our mission at Gradle is to accelerate developer productivity and 
make developers happier



What comes after DevOps?

Developer Productivity Engineering

https://gradle.com/blog/developer-productivity-engineering-2020/#:~:text=Developer%20Productivity%20Engineering%20(DPE)%20is,testing%20to%20CI%20more%20efficient.


“If you can’t measure it, you can’t improve it!”
by Peter Drucker



A Dev & Ops Story



Playing Working

Together



Learn!



Learn3



Learn Code!



Learn Tests!



Learn Tools!



And Git!



Collaboration 

around Git



Push Pull people to 
contribute



Ops can’t do 
everything



Devs can’t be only 

responsible of 

build



You build it, you run it!





What is Ops job?



Manage a state in prod



From clusters



To Apps



And monitor!





git as 
single source of 

truth







With a 
Working Group



Very opinionated 

Principles



#1Declarative



Declarative 
is pure gold for doc!



I ask what 
I want…



… not what to do!



It’s not continuous 
apply



Demo!



Ҏʒ/usr/bin/env bash

if ! [[ likeSpyro() ]]; then
 addLikeTo("Spyro")
 install("Spyro")
fi

f0d763c (HEAD -> main) add install script



Shell 
is not 
declarative



What’s the result?



Ҏʒ/usr/bin/env bash

if ! [[ likeSpyro() ]]; then
 addLikeTo("Spyro")
 install("Spyro")
fi

f0d763c (HEAD -> main) add install script



Not 
repeatable



Ҏʒ/usr/bin/env bash

if ! [[ likeSpyro() ]]; then
 addLikeTo("Spyro")
 install("Spyro")
fi

if ! [[ likeResidentEvil() ]]; then
 addLikeTo("ResidentEvil")
 install("Chris Redfield")
 install("Jill Valentine")
fi

445d9cc (HEAD -> main) add install script v2



Not 
repeatable2



Ҏʒ/usr/bin/env bash

if ! [[ likeSpyro() ]]; then
 addLikeTo("Spyro")
 install("Spyro")
fi

8db734a (HEAD -> main) revert to install v1



Tabula Rasa



Even with Kubernetes resources



apiVersion: kustomize.config.k8s.io/v1beta1
kind: Kustomization

namespace: playstation

resources:
 - crash.yaml
 - lara.yaml
 - spyro.yaml



$ kubectl apply -k playstation







apiVersion: kustomize.config.k8s.io/v1beta1
kind: Kustomization

namespace: playstation

resources:
 - crash.yaml
 - solid-snake.yaml



$ kubectl apply -k playstation









kubectl apply 
is imperative too



Another probl-Helm



Helm is everywhere…



Declarative?



# values.yaml

global:
 hostname: myapp.company.com

componentA:
 enabled: true
 features:
   foo: ENABLED
   bar: DISABLED



Not really…







What do you deploy?
You don’t know…



kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
 name: deny-all
spec:
 podSelector: {}
 ingress: []



Not cool…



apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
 name: unwanted-cluster-role
rules:
 - apiGroups: [ "" ]
   resources: [ "secrets" ]
   verbs: [ "get", "watch", "list" ]



Unmanageable…



No upgrade path!



# values.yaml
componentA:
 enabled: true
 replica: 3



# values.yaml
componentA:
 enabled: true

 replicas: 3



(almost) no error 
management



With an operator?



apiVersion: helm.toolkit.fluxcd.io/v2
kind: HelmRelease
metadata:
 name: myapp
spec:
 chart:
   spec: { … }
 releaseName: podinfo-in-dev
 values:
   global:
     hostname: myapp.company.com

   componentA:
     enabled: true
     features:
       foo: ENABLED
       bar: DISABLED



apiVersion: argoproj.io/v1alpha1
kind: Application
metadata:
 name: myapp
spec:
 project: default
 destination:
   server: https://kubernetes.default.svc
 source:
   repoURL: oci://ghcr.io/stefanprodan/charts/podinfo
   chart: podinfo-in-dev
   helm:
     values: |
       global:
         hostname: myapp.company.com

       componentA:
         enabled: true
         features:
           foo: ENABLED
           bar: DISABLED



apiVersion: helm.cattle.io/v1
kind: HelmChart
metadata:
 name: myapp
spec:
 repo: oci:Ҏʞghcr.io/stefanprodan/charts/podinfo
 chart: podinfo-in-dev
 valuesContent: Ҏϡ
   global:
     hostname: myapp.company.com

   componentA:
     enabled: true
     features:
       foo: ENABLED
       bar: DISABLED





Chart is remote



Just the same…



Don’t git up 🙊



Render & apply

CustomResourceDefinition

Fetched byCommit



Recommendation

Render!



helm template oci:Ҏʞghcr.io/stefanprodan/charts/podinfo \
     Ҏɨversion 1.2.3 \
     > podinfo.yaml







ApplyFetched byRender & Commit



Not a problem anymore



Just declarative! 



#2 Versioned



…and #2Immutable



Predictable





Reproducible



For every system



No matter what!



Tunnel of History



Guides…?





Audit friendly









Author 
verification





Secure by 

design



#3 Pull only!



Opinionated 
again!



Push means 
multiple sources





Pull from cluster itself



Fight 
for security



Disconnected 
Clusters





#4 Continuous 
Reconciliation



Always there for you!



Git → Cluster



Cluster → Kubernetes



Based on 
time



apiVersion: kustomize.toolkit.fluxcd.io/v1
kind: Kustomization
metadata:
 name: external
spec:
 interval: 1440m
 path: ./path/to/my/resources
 sourceRef:
   kind: GitRepository
   name: my-repository



Doesn’t 
Scale



Load & 
concurrency



Or clever with 
WebHooks



apiVersion: notification.toolkit.fluxcd.io/v1
kind: Receiver
metadata:
 name: a-cluster
spec:
 type: gitlab
 events:
   - "ping"
   - "Push Hook"
 secretRef:
   name: webhook-token
 resources:
   - kind: GitRepository
     name: my-repository



Declarative, of course



WebHook 
config





Drift 
Detection







Keep it simple & stupid



Too complicated 
is not an option



Multi-Tech 
Repository



Infrastructure



Application



TerraFu™



Kubernetes





One repo!



# postgresql.tf
variable "postgres_root_password" {
 type = string
}

resource "google_sql_database_instance" "main" {
 name             = "astrobot"
 database_version = "POSTGRES_17"
 region           = "astro-world"

 root_password = var.postgres_root_password
 settings {
   tier = "micro"
 }
}



apiVersion: apps/v1
kind: Deployment
metadata:
 name: my-app
spec:
 template:
   spec:
     containers:
       - name: myapp
         image: astrobt.docker.io/my-app
         ports:
           - containerPort: 80
             protocol: TCP





1 source of truth



TerraFu™ managed 
in Kubernetes



Tofu controller for FluxCD



provider-terraform for Crossplane
By Upbound



bridge between 

2 worlds!



variable "postgres_root_password" {
 type = string
}

resource "google_sql_database_instance" "main" {
 root_password = var.postgres_root_password
}

resource "kubernetes_secret" "postgres_password" {
 metadata {
   name = "postgres-password"
 }

 type = "Opaque"

 data = {
   password = base64encode(var.postgres_root_password)
 }
}



apiVersion: apps/v1
kind: Deployment
metadata:
 name: my-app
spec:
 template:
   spec:
     containers:
       - name: myapp
         image: astrobt.docker.io/my-app
         envFrom:
           - secretRef:
               name: postgres-password



Many 
problems



1 system 
as a goal





apiVersion: sql.gcp.upbound.io/v1beta1
kind: DatabaseInstance
metadata:
 name: myapp
spec:
 forProvider:
   databaseVersion: POSTGRES_17
   region: astro-world
   rootPasswordSecretRef:
     key: password
     name: postgres-password
     namespace: myapp
   settings:
     - tier: micro
 providerConfigRef:
   name: google-cloud-provider
 writeConnectionSecretToRef:
   name: postgres-connection
   namespace: myapp



Google Kubernetes Engine 

with ConfigConnector



apiVersion: sql.cnrm.cloud.google.com/v1beta1
kind: SQLInstance
metadata:
 name: myapp
spec:
 databaseVersion: POSTGRES_17
 region: astro-world
 rootPassword:
   valueFrom:
     secretKeyRef:
       key: password
       name: postgres-password
 settings:
   tier: micro



Adoption from 
Dev to Ops



it’s just Simple



Another 
adventure?



How we 

organize the repo?



It might waste everything



Flat !



Simplicity 
as goal



But there is 
so many paths…





Unnecessarily 
technical 





App as 
first-class citizen







I want moar!





Simplicity!



sometimes

D.R.Y is an  
enemy





Useless 
coupling



Automate 
promotion



To qual

To prod





What about 
secrets?



Let’s be secret-less!



Elastic Kubernetes Service Google Kubernetes Engine Azure Kubernetes Service



Fallback; 

Secrets in Git



Secrets in Git
Really??



(Mozilla) SOPS Bitnami Sealed-Secrets



apiVersion: bitnami.com/v1alpha1
kind: SealedSecret
metadata:
 name: postgres-password
spec:
 encryptedData:
   password: AgA8ptqWXbxQMIQARpjQ…KIlgY+37IKvJXT/UwҎϳ
 template:
   metadata:
     name: postgres-password



SealedSecret
postgres-password

Secret
postgres-password



login=ENC[AES256_GCM,data:EpBBjjr8nYFb,iv:l+2rTh8rFDfzIaklMEF6gnsE7fsw3v6NWUyTcZqiEN0=,tag:bqPDRGpGPlz2hlG9VyaLHwҎϳ,type:str]
password=ENC[AES256_GCM,data:vKji/bCOkvyWnZFixV2/koTQUlz5xx7wVyA=,iv:2MU77Peqj1FfVgsHVMGTF8Ypni/N3UDiBnx6WeQdXss=,tag:PB207H8syjKG+
lYMef+xEwҎϳ,type:str]
sops_ageҎʢlist_0Ҏʢmap_enc=-----BEGIN AGE ENCRYPTED FILE-----\nYWdl¬gAҎϳ\n-----END AGE ENCRYPTED FILE-----\n
sops_ageҎʢlist_0Ҏʢmap_recipient=age1wts0su6ae9dy2vrdez630lhac2nae6e4crntavlyrjuglkug6pmqwrtqfr
sops_ageҎʢlist_1Ҏʢmap_enc=-----BEGIN AGE ENCRYPTED FILE-----\nYWdlL…tAҎϳ\n-----END AGE ENCRYPTED FILE-----\n
sops_ageҎʢlist_1Ҏʢmap_recipient=age1xuv02mpj3pq9y2thaucdx9v97x50jh3z0ud6l2djjj5urtjsz9jq8085zz
sops_lastmodified=2025-03-28T23:20:49Z
sops_mac=ENC[AES256_GCM,data:cKZHJBL…THLAҎϳ,type:str]
sops_unencrypted_suffix=_unencrypted
sops_version=3.9.2





apiVersion: kustomize.config.k8s.io/v1beta1
kind: Kustomization

secretGenerator:
 - name: credentials
   envs:
     - astrobot.env
   files:
     - serviceAccount.json



Secret
postgres-password



Vault?



Good Luck!



1 source of truth!
You remember?



Fully GitOps!



Infra, Apps & Secrets



Perfect 
system?



Almost!



Prod is a living 
thing



It must be 
maintained



Renovate



Alternatives are

copycats







Yes, it was too 
simple



If we 
render?



No Problem!



{
 $schema: 'https:Ҏʞdocs.renovatebot.com/renovate-schema.json',
 extends: [ ],
 …
 postUpgradeTasks: {
   commands: ['task renovate:update',],
   fileFilters: ['**',],
   executionMode: 'branch',
 },
}





No limit!



Close to 
perfection?





Automation FTW!



Disaster management



Recovery



Cluster API



Ready for GitOps!



Thank you!

@davinkevin@davinkevin.fr



Question?

@davinkevin@davinkevin.fr

Feedback




